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COVID-19 (Coronavirus) has presented a new

reality for individuals and businesses. One thing

is certain we must all learn to adapt rapidly.

Businesses, now more than ever, will need to be

honest about company vulnerabilities and

mitigate any potential risk. The most important

question businesses need  to ask themselves

right now is: 

How do you protect your business
from additional peril?
STASH’s answer to that question is proactive

privacy and security.  The kind of security that

protects your data wherever it is, wherever it

goes. Cloud security cannot do that. We are

learning throughout this ongoing situation that

cybercriminals will leverage global

catastrophes for their personal gain and that

the remote workforce is the most at risk for

potential cyberattacks.

stash.global

connect@stash.global
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Figure 1:

According to data gathered and analyzed by
Atlas VPN, "the number of phishing websites
have spiked by 350% amid the COVID-19
quarantine.”

NUMBER OF
PHISHING SITES

WORKING
FROM HOME 

Working from your home is the
New Normal. Get used to it.

Twitter users engaging in #screentime
shows just how much time they are
spending on their phones. The numbers
are astounding, with some users racking
up 8+ hours a day looking at their phones.
This doesn't even account for screen time
working on computers.

hours a day screentime.

Similar scams, malicious websites, and
coronavirus related phishing are becoming
commonplace. According to data gathered
and analyzed by Atlas VPN, "the number of
phishing websites have spiked by 350%
amid the COVID-19 quarantine” (Figure 1).

https://atlasvpn.com/blog/google-registers-a-350-increase-in-phishing-websites-amid-quarantine/
https://twitter.com/hashtag/screentime?src=hash


One of the most popular websites is an
interactive map developed by Johns
Hopkins University, which gives live
updates on COVID-19 total numbers of
confirmed cases, deaths, and recoveries. An
article published on March 20th by
internationally recognized security blogger
Brian Krebs explains that Russian hackers
are leveraging this map to spread malware
in the form of .jar files that unknowing
users download to get constant updates on
the spread and effect of the virus. The
malware then takes the user's private
information, such as usernames and
passwords. 

Organizations like the WHO and
CDC are also being impersonated
via email by scammers. 
Informational email blasts from trusted
organizations are nothing out of the
ordinary, but in the instance of COVID-19,
we have noticed an alarming escalation of
nefarious email blasts with malicious links
aimed at stealing valuable data 
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RUSSELL P. REEDER
CEO of Infrascale

“It is a critical time
to make sure all
your data is backed
up, especially as
many of the
company assets are
moving out of the
office”

An article by HealthITSecurity explains how
hackers attempted to oust personal
information and credentials from the WHO’s
employees. The Maze hacking successfully
posted personal information and medical
data from thousands of patients after the
Hammersmith Medicines Research team
was unable to pay the ransom due to a lack
of funds. Sometimes hackers will even post
personal information on Russian cybercrime
forums. The information is then released
over the span of several months.
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Is your business well prepared to handle
such attacks? The question is not IF, the
question is WHEN? Business owners can not
blindly move from secure in-office networks
to the open networks in their employees'
homes.  A proactive approach to secure your
data is the only way guard against hackers.

https://coronavirus.jhu.edu/map.html
https://krebsonsecurity.com/2020/03/live-coronavirus-map-used-to-spread-malware/?mod=article_inline
https://krebsonsecurity.com/2020/03/live-coronavirus-map-used-to-spread-malware/?mod=article_inline
https://www.computerhope.com/issues/ch001343.htm
https://www.computerhope.com/issues/ch001343.htm
https://healthitsecurity.com/news/hackers-target-who-covid-19-research-firm-with-cyberattacks
https://stash.global/
https://stash.global/
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3.3 MILLION UNEMPLOYED
For the 3.3 million in the U.S. who have filed for unemployment, the time to get your
identity stolen or your bank account hacked couldn't be worse. 

Small and large business owners are also at risk. Now, with employees teleworking,
critically sensitive information is on personal desktops and laptops and being shared
and exchanged through more unsecured methods than ever before. Even people who
aren’t in the workforce searching for updates while in quarantine are now, albeit
unknowingly, risking their personal information by logging on to and browsing
unsafe and #phishing websites. 

Google’s Transparency Reports
disclose information about the
threats detected across the web
and how many of those threats
are being reported to users and
webmasters. Phishing has
always been a threat, but has
now ramped up to
unprecedented levels. 
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https://twitter.com/hashtag/Phishing?src=hashtag_click
https://twitter.com/hashtag/Phishing?src=hashtag_click


In addition to phishing scams, the FTC
has reported that suspicious 
“online sellers may claim to
have in-demand products,
like cleaning, household,
and health and medical
supplies, when, in fact, they
don’t.” 

The depth to which these
cybercriminals are leveraging the need
for resources like toilet paper, hand
sanitizer, face masks, and COVID-19
tests and/or vaccines for personal gain
is truly disturbing. 

You may be asking yourself, 
“okay well what’s the worse
thing that can happen here?”
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"To put it bluntly,
the worst thing
that can happen is
already
happening."

Malware groups like Ryuk are
targeting operating systems and
customize their attacks based on
the target. Several reports confirm
that Ryuk ransomware, as well as a
number of other ransomware
operators, continue to target
hospitals, healthcare providers,
and pharmaceutical companies
despite the COVID-19 outbreak. 
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https://www.consumer.ftc.gov/features/coronavirus-scams-what-ftc-doing
https://blogs.vcu.edu/phishing/2020/03/16/warning-covid-19-scams-on-the-rise/
https://www.bleepingcomputer.com/news/security/ryuk-ransomware-keeps-targeting-hospitals-during-the-pandemic/
https://www.bleepingcomputer.com/news/security/ryuk-ransomware-keeps-targeting-hospitals-during-the-pandemic/


Healthcare providers and hospitals sometimes use networks to better communicate with
one another. Developing this interoperability makes patient care significantly easier as
digital records can be easily shared. Without a doubt, ensuring that these networks of
information are secure saves lives. In the case of one ransomware attack by Ryuk, “of
these 10 targets, two are independent hospitals and another is a healthcare network of 9
hospitals in the USA.” 

For years businesses have relied on defensive perimeter security such as firewalls and anti-
virus software to protect themselves from cyber threats. Focusing on protecting what really
matters (the data) should be a business’ main priority. 

As more and more companies allow their employees to work from home and move
workloads to the cloud, being proactive about instituting a data-centric approach to security
will be imperative to a company’s success in these confusing times.

S T A S H  G L O B A L P A G E  1 0

COPYRIGHT © 2020 STASH GLOBAL | 10

https://www.bleepingcomputer.com/news/security/ryuk-ransomware-keeps-targeting-hospitals-during-the-pandemic/
https://www.bleepingcomputer.com/news/security/ryuk-ransomware-keeps-targeting-hospitals-during-the-pandemic/
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BACKUPS AND 'SECURE
CLOUDS' DON'T CUT IT ON
THEIR OWN.
Unlike other data security options, STASH proactively secures data by encrypting and
scattering it using encrypted DigitalConfetti®. Protecting perimeters that hover around
and outside of your data, such as networks, endpoints, clouds, servers, and applications,
are ineffective and archaic. In its third annual Future Workforce Report, Upwork (the
largest freelancing website) shows that "by 2028, (a) study shows 73 percent of all
departments will have remote workers." If you are a business owner or anyone who has
sensitive information, leaving your data unsecured at any time but especially in such an
uncertain time as this is not only imprudent but dangerous. 

73%

27%

This concept, which is referred to as “Zero Trust”
came from Google’s need for a data-centric
model of security following a massive breach a
decade ago. 

73%
of all departments will have

remote workers by 2028.
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"STASH is laser
focused protecting the
data that you can’t
afford to have
compromised, and
nothing else." 
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STASH is modular. 
Delivered via SaaS, API, or Datacentrically Secure Backup.
For SMBs, SMEs and Enterprise Use.

https://www.upwork.com/press/2019/03/05/third-annual-future-workforce-report/
https://www.wired.com/2013/05/google-surveillance-database/
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It ‘snaps on’ to any existing platform,
network, or physical servers without
disruption to the way your business runs. We
also mitigate the risk of ransomware (the
same ransomware being used to attack
healthcare companies,) malware, loss,
manipulation, or harm to your data by
neutralizing the attacks that have access to
your data through the estimated 50 Billion
endpoints connected throughout the
Internet of Things.

The total number of IoT (Internet of Things)
connections is expected to reach 83 Billion
by 2024 which represents a growth of 130%
over the next 4 years (Figure 2). The demand
for private LTE networks will most likely
carry forward to similar cost-efficient private
5G networks meaning that Industrial
networks will need to scale rapidly. In order
to ensure network security these platforms
will need to make sure that their security
methods scale at the same time. 

We can only anticipate what the new work
from home phenomenon will do to
exacerbate growing pains that will
inherently extrapolate from this massive
increase in connections.

Every time you log into STASH through our
multi-factor authentication process, you
access your data using a freshly activated
“key,” developed with our game-changing
Keys-On-The-Fly® technology. When you
sign off, your “key” is permanently
destroyed, and your digital footprint is
completely erased. One less way for
malicious cybercriminals to utilize to
attempt to compromise your data

Employees only have access to their own
data. Whether individual, group, team, or
division, you choose who has access to
what. STASH is offered at highly
competitive rates for mid-to-large SMBs
and Enterprises customers of all sizes.

Figure 2:

IoT connections is expected to grow 130%
over the next four years, reaching 83 Billion

connections.

https://www.druva.com/blog/simple-definition-endpoint/
https://www.zdnet.com/article/what-is-the-internet-of-things-everything-you-need-to-know-about-the-iot-right-now/
https://www.zdnet.com/article/what-is-the-internet-of-things-everything-you-need-to-know-about-the-iot-right-now/
https://www.helpnetsecurity.com/2020/04/02/total-iot-connections/
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WHAT TO EXPECT FROM
THE POST COVID-19 WORLD

Assuming that working
from home will become
more common as a
standard in the future,
is a fair and logical
expectation based on
the current situation.
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The Coronavirus (COVID-19) is a genuinely
terrifying phenomenon that we all must
come to terms with. Difficult questions arise:
To what extent is this the new norm? How
can I protect the out-of-office work
environment from hackers? Will something
like this happen again? Will this ever be
‘over’ or are we witnessing a new normal?
All we know is that global pandemics have
happened before, one is happening now,
and who knows what will happen in the
future.

What’s important is that we keep ourselves
healthy, motivated, and informed about
the current situation. We know that the
workforce is adapting (to some extent) to
work from home if need be. We also know
that cybercriminals will take advantage of
this opportunity. Every organization in the
world needs a data security solution that
proactively secures valuable, sensitive, and
confidential data in the event of this and
the next global disasters or pandemics. It's
called STASH Data Security.

https://www.ncbi.nlm.nih.gov/books/NBK525302/
https://stash.global/


WHAT COVID-19
DOES IS SET A
PRECEDENT: 
“Modern medicine” does not protect us
from global pandemics, and the fallout
from such a pandemic can affect every
aspect of our lives. STASH is the
modern medicine of data security. It
protects the data itself, wherever it is
wherever it goes.
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“STASH is
committed to
doing our part to
help small and
large business
owners navigate
the post-COVID-19
global climate.”
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WWW.STASH.GLOBAL
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The Solution to Data Vulnerability and Exploitation

How does STASH deliver bona fide security?

STASH is a datacentric solution. It focuses
exclusively on the security of the data itself, rather
than the security of those perimeters that hover
around and outside of that data – networks,
endpoints, clouds, servers, and applications.
Perimeter methods all have holes that can be
penetrated by determined cyber adversaries or
algorithms.

Why is STASH the solution?

How does STASH deliver bona fide security?

STASH is a datacentric solution. It focuses
exclusively on the security of the data itself, rather
than the security of those perimeters that hover
around and outside of that data – networks,
endpoints, clouds, servers, and applications.
Perimeter methods all have holes that can be
penetrated by determined cyber adversaries or
algorithms.

STASH is a datacentric solution. It focuses
exclusively on the security of the data itself, rather
than the security of those perimeters that hover
around and outside of that data – networks,
endpoints, clouds, servers, and applications.
Perimeter methods all have holes that can be
penetrated by determined cyber adversaries or
algorithms.


